Country Group E Guidance:  Sample Language for Access Control Plans 

(CTCs/POCs to modify based on applicability)
For Line Offices:  

In the event (insert Line Office & name of facility and program/lab) intends to host foreign nationals (FN) from countries listed in Country Group E, designated in the Export Administration Regulations (EAR), 15 C.F.R. Parts 730-774, in Supplement No. 1 to Part 740, http://beta-www.bis.doc.gov/index.php/forms-documents/doc_view/452-supplement-no-1-to-part-740-country-groups), (insert LO& name of facility) will ensure the following requirements are met: 

1.  For all requests for access by FN “Guests” from Country Group E, the Deputy Assistant Administrator (DAA)/Staff Office Director ** will sign Part C of the NOAA Endorsement Supplement Form (ESF) that accompanies the “Certification of Conditions and Responsibilities for Departmental Sponsors of Foreign National Guests,” Attachment 2 of Department Administrative Order (DAO) 207-12 [Appendix B of NOAA Administrative Order 207-12, “Technology Controls and Foreign National Access”]. 
2.  The DAA/Staff Office Director will attach to the ESF a statement confirming that any necessary licenses or clearances have been obtained from the appropriate regulatory agencies, including the Department of Commerce (DOC) Bureau of Industry and Security (BIS), the State Department, and/or the Department of Treasury, Office of Foreign Assets Control (OFAC). 
3.  The DAA/Staff Office Director will attach to the ESF supporting documentation from BIS, State, or OFAC summarizing the reasons necessitating the license and the chain of communication leading to this decision.
4.  If no license is required, a statement with supporting rationale must be included.  The statement (e-mail will suffice) may be prepared by the regulating agency or the NOAA Office, if appropriate.
(Currently, Country Group E countries are: Cuba, Iran, North Korea, Sudan, and Syria)

In addition, Cuba is subject to a unilateral embargo.
**For Staff Offices: 
**Staff Offices may want to include a short reference such as:

In the event “X office” intends to host FN Guests from Country Group E (EAR, Sup. 1 to Part 740), the DSN will contact the (insert name of Staff Office) Controlled Technology Coordinator for further guidance.
OR
In the event “X office” intends to host FN Guests Country Group E (EAR, Sup. 1 to Part 740), the DSN will adhere to applicable NOAA guidance (includes Staff Office Director concurrence on Part C of the ESF and confirmation of licensing determination (after consultation with regulating agency).  

Link to the Export Administration Regulations (EAR):  http://beta-www.bis.doc.gov/index.php/regulations/export-administration-regulations-ear
